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The UK Online Safety Act 2023 ("OSA") establishes a comprehensive statutory framework governing the

safety obligations of online services with a connection to the United Kingdom.

The act applies not only to services established in the UK, but also to services based outside the UK, where

they enable access by UK users or where their operation gives rise to a material risk of harm to users in the UK.

The OSA forms part of a broader regulatory shift toward the supervision of online platforms through

risk-based obligations and ongoing regulatory oversight. Similar to recent developments in the EU, the UK

regime moves away from a purely reactive enforcement model and toward a system that requires services to
proactively assess, manage and mitigate risks arising from their design, functionality and user interactions.

The OSA introduces legally binding duties of care, enforced by the UK watchdog Ofcom.

Under the OSA, compliance is service-specific and depends on the nature of the service, its features, its user
base and the risks it presents. Providers are required to identify how illegal content - and, where relevant,
content harmful to children - may arise on their services, and to implement proportionate systems and

processes to address those risks.

The obligations under the OSA and its related statutory codes of practice (including the illegal content in user-

to-user and search services, and the children’s safety code) are ongoing in nature. Services are required to

maintain, document and periodically review their assessments and measures as the service, its features
and patterns of use evolve. Risk assessments, governance decisions, and mitigation measures must be

integrated into the operation of the service and be capable of being substantiated to Ofcom upon request.

Providers are required to have regard to Ofcom’s codes of practice and may comply either by following them,
or by adopting alternative measures, provided they can demonstrate that those measures achieve equivalent

compliance outcomes.

To assist with understanding and navigating between the various regulatory requirements and the layered
system of duties, we are pleased to share Herzog’s OSA Practical Playbook, providing explanation about its

scope, key practical takeaways and insights.


https://www.ofcom.org.uk/
https://www.ofcom.org.uk/siteassets/resources/documents/online-safety/information-for-industry/illegal-harms/illegal-content-codes-of-practice-for-user-to-user-services-24-feb.pdf?v=391889
https://www.ofcom.org.uk/siteassets/resources/documents/online-safety/information-for-industry/illegal-harms/illegal-content-codes-of-practice-for-user-to-user-services-24-feb.pdf?v=391889
https://www.legislation.gov.uk/ukpga/2023/50/pdfs/ukpga_20230050_en.pdf
https://herzoglaw.co.il/wp-content/uploads/2023/03/Herzog-Guide-to-the-Digital-Services-Act.pdf
https://assets.publishing.service.gov.uk/media/6762c7cb4e2d5e9c0bde9ab7/draft-illegal-content-codes-of-practice-for-search-services.pdf
https://assets.publishing.service.gov.uk/media/680a04f7532adcaaab3a2718/FINAL_-_Protection_of_Children_Code_of_Practice_for_user-to-user_services__2025_Parli_AC.pdf
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The OSA applies to the following regulated online services® including:

(@) 1 User-to-User services
%O services that enable users to generate,
£ upload, or share content with other users

= Search services
Q services that include a search engine or
search functionality

Each service must be assessed separately.

A service may fall within scope where it:

Presents a
material risk of
harm to users in

the UK

Has a significant Targets the UK
number of UK market, or
users

The place of incorporation of the provider is not determinative.

! Referred to in the legislation as "part 3 services".
The act also includes regulatory duties for providers of pornographic content, which are outside the scope of this document.
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W The OSA establishes a layered system of duties. Certain obligations apply to all regulated
services, while others are triggered based on risk and access assessments.

=

Illegal Content
Duties - All
Regulated

Services

All regulated services must:

Carry out and maintain an illegal content risk assessment. The
assessment covers the risk that:

+ Users may encounter illegal content
« The service may be used to facilitate criminal activity

Assessments should identify relevant harms, evaluate likelihood
and severity and document the rationale for selected mitigation
measures. Ofcom has published an Illegal Content Risk Assessment
template, which provides a widely accepted baseline structure.

Implement proportionate measures to prevent users from
encountering illegal content and to minimize its duration and

dissemination.

Maintain effective reporting, moderation and removal processes.

Keep written records of assessments, decisions and reviews, and
make them available to Ofcom upon request.

Review and update assessments - at least annually or aftera significant
change to the service.


https://www.ofcom.org.uk/siteassets/online-safety/documents/illegal-content-duties-record-keeping-template.odt?v=399052&__cf_chl_tk=sG8JZiCAKRdp1LAddWPqXD5w0KeNIL.aCTQskKbsq5Y-1769339810-1.0.1.1-1KqLnndDk0cKHygZiWjC5JOOFdcZeM41a4renfCS_Y4
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Children’s safety duties apply automatically where children are
likely to access the service. The key threshold decision is made
through a children’s access assessment.
Children’s Safety
Duties - Gateway 1. Children’s access assessment
Structure . . .
Providers must assess whether children (under 18) are likely to be able
to access the service or any part of it. The conclusion that children cannot
access the service is defensible only where:
@ Highly effective age assurance measures are in place; or
The child-user condition is not met (i.e. the service doesn’t have a
significant number of UK users, and is not of a kind likely to attract
children)
Move to stage 2
If no highly effective _ _ Service likely to be
Soac e sSHiallEs, ! accessed by children
move to Stage 2 1
] Record outcome - no
1 further evidence required
% Move to children’s
Stage 1: Stage 2: Child User Condition risk assessment
Age Assurance ES Does the service have a significant Does my
Are children normally number of UK users who are service meet
able to access the B Is the service of a kind likely one or both
service? (i.e., your to attract a significant number criteria?

service is not age NO
gated by highly effective
age assurance)

of UK users who are children?

Service not likely to
be accessed by children

= Have | assessed both
criteria of the child user

Assessment complete

condition?
— _Record outcome = Do | have evidence against
including evidence both criteria of the child
Not in scope of children’s user condition?
protection duties If yes to both,

record outcome
including evidence

Not in scope of children’s
protection duties

Currently, Ofcom has not published a standardized template for this access assessment, so it would have to
be based on a format tailored to the relevant service.
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Children’s Safety
Duties - Gateway
Structure

Women and Girls

2. Following a positive assessment

If children are likely to access the service, the full children’s safety regime
applies. In such a case, providers must:

{oA Carry out and maintain a children’s risk assessment that:
+ Considers different age groups
« Evaluates how service features and content types create risk
« Assesses likelihood and severity of harm
+ ldentifies proportionate, age-appropriate mitigation measures

Ofcom has a template for Children’s Risk Assessments that is useful
to follow.

%

Implement proportionate and age appropriate measures to protect
children from harmful content.

®

Maintain systems and processes for:

&

o Restricting children’s access, where applicable
o Reporting harmful content; and

o Swift removal where it appears

Keep writtenrecords of assessments, decisions and reviews. Records
should be retained and made available to Ofcom upon request.

Review and update assessments - at least annually or after significant
service changes.

[t

Ofcom provides an interactive digital tool to help services understand which
duties apply and to structure their risk assessment processes. Use of the
tool does not remove responsibility for compliance but can support internal
assessment and documentation.

Risk assessments should consider how certain harms may disproportionately
affect women and girls, including risks relating to sexual exploitation,
harassment, coercive behavior, image-based abuse, and grooming as
informed by the Ofcom Guidance on Online Safety for Women and Girls.
These considerations are particularly relevant for services that enable social
interaction or messaging, or content sharing.


https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/a-safer-life-online-for-women-and-girls
https://www.ofcom.org.uk/os-toolkit/assessment-tool
https://www.ofcom.org.uk/siteassets/online-safety/documents/ofcom-protection-of-children-duties-record-keeping-template.odt?v=397564
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_ Ofcom codes of practice set out recommended compliance measures. These include:

=
]
=0

@=~,| Reporting and complaints mechanisms

ol

Content moderation systems

User controls and safeguards

Age assurance and access controls

Internal escalation, monitoring and governance processes

o B

Providers adopting alternative measures must be able to demonstrate that those measures achieve

equivalent compliance outcomes.

Ofcom is vested with broad investigative and enforcement powers, including
the authority to require the provision of information, direct changes to
systems and processes, and impose financial penalties.

Monetary sanctions may reach the higher of £18 million or 10% of a provider’s
global annual turnover. In cases of serious or persistent non-compliance,
Enforcement and Ofcom may also impose business disruption measures, including restrictions
Sanctions on access to the services in the UK.

Ofcom has confirmedthattheregimeisfully operationaland thatenforcement
activity is underway, with a particular focus on the adequacy, governance
and evidencing of risk assessments.

_ Conclusion

The Online Safety Act represents a fundamental shift in how online services are regulated. Compliance
isno longer assessed solely by reference to policies or legal terms on paper, but by the quality of a service’s

risk assessments, governance and ability to evidence decisions in practice.

Early, structured engagement with the regime is key to reducing regulatory risk and maintaining

operational flexibility as enforcement activity accelerates.
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Herzog's Technology Regulation Department is a recognized market leader in its field.

Theteam s led by domain experts who possess a unique set of vital, interdisciplinary and global regulatory
advisory skills, and are uniquely positioned to advise a range of clients, including leading multinational
technology companies as well as start-ups and disruptive technologies vendors, on applicable regulatory
and compliance considerations in numerous technological areas.

We understand that the regulatory exposure and scope of required attention of almost any company
operating in the digital and technological sphere are much wider than one specific jurisdiction or legal
discipline. As our clients are often on the forefront of this ever-evolving landscape, we further understand
the impact of industry trends and compliance demands on our clients’ businesses. Therefore, our team
possesses in-depth knowledge of the increasing volume of regulations, enforcement actions, legislative and
industry trends in a myriad of jurisdictions, digital platforms and leading self-regulatory guidelines. This
enables our team to offer practical, holistic and comprehensive solutions for complex situations often
presented by innovative technologies and disruptive business solutions, providing “hands-on” support to
our clients on the strategic, corporate and operational aspects of their business, with the aim of mitigating
our clients’ legal and business risks.

eCommerce, digital advertising, content and marketing have all become integral to almost every company’s
business model these days. Advising on these matters requires a high degree of know-how and expertise
in order to navigate interdisciplinary and often conflicting requirements of the law, platforms’ rules and
guidelines, along with technological considerations and our clients’ commercial needs.

We advise clients across the full lifecycle of Online Safety Act compliance, from initial scoping and risk
classification through to operational implementation and regulatory engagement. Our support includes:

+ Assessing whether, and to what extent, services fall within the scope of the OSA and identifying the
applicable statutory duties;

« Designing, structuring, and documenting illegal content and children’s risk assessments in line with
Ofcom’s expectations;

« Advising on children’s access assessments, age-assurance strategies and associated governance
considerations;

+ Mapping service features, functionalities and user journeys against Ofcom’s Codes of Practice;

+ Developing proportionate, risk-based and defensible compliance frameworks that are operationally
workable and regulator-ready;

« Supporting engagement with Ofcom, including responses to information requests, supervisory
inquiries, and enforcement-related correspondence.

This document does not constitute an exhaustive legal opinion or regulatory overview of all applicable regulatory requirements regarding the topics
addressed by it, but rather, only outlines the key issues arising from the regulatory requirements. Since we are not licensed to practice law outside
of Israel, this document is intended to provide only a general background regarding this matter. This document should not be regarded as setting
out binding legal advice, but rather a general overview which is based on our understanding of the practical interpretation of the applicable laws,
regulations and industry guidelines.


https://herzoglaw.co.il/en/practice/technology-regulation/adtech-media-compliance/
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